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Gatekeepers in regulatory regimes…

WIPO Copyright Treaty (1996)
Article 8: Right of Communication to the Public
“…authors of literary and artistic works shall enjoy the
exclusive right of authorizing any communication to the public
of their works, by wire or wireless means, including the making
available to the public of their works in such a way that
members of the public may access these works from a place and
at a time individually chosen by them.[7]”
[Note 7]: It is understood that the mere provision of physical
facilities for enabling or making a communication does not in
itself amount to communication within the meaning of this
Treaty or the Berne Convention.

•

Digital Millennium Copyright Act 1998 (Online Copyright Infringement
Liability Limitation Act)

•

Directive 2000/31/EC of the European Parliament and of the Council of 8 June
2000 on certain legal aspects of information society services, in particular
electronic commerce, in the Internal Market (Directive on electronic commerce)

•

Free Trade Agreement United States and Chile (2003)

•

Free Trade Agreement Dominican Repubic, El Salvador, Guatemala, Honduras,
Nicaragua, Costa Rica and United States (2004)

•

Free Trade Agreement Perú – United States (2006)

•

Free Trade Agreement Colombia – United States (2012)

•

Tratado de Libre Comercio Panamá – United States (2012)

•

TPP (2016)

Pre-DMCA, US
Common Law
1. Vicarious: “the right and ability to supervise the infringing activity and also has a
direct financial interest in the activity”.

2. “contributory infringement”, when intermediary “directly contributes to another’s
infringement”. In general, “one who with knowledge of the infringing activity,
induces, causes or materially contributes to the infringing conduct of another, may
be held liable as a ‘contributory’ infringer”.
Gershwin Publishing Corp. v. Columbia, 443 F.2d 1159 (2d Cir. 1971).

Common Law: Peer to Peer and Copy Technologies

Sony Safe Harbor
If the technology is “capable of substantial noninfringing uses”
Sony v. Universal Studios, 464 US 417 (1984)

Device / Service distinction
A&M Records v. Napster, 239 F3d. 1004 (9th Cir. 2001)
“We are compelled to make a clear distinction between the architecture of the
Napster system and Napster’s conduct in relation to the operational capacity of
the system”
…
“We agree that if a computer system operator learns of specific infringing material
available on his system and fails to purge such material from the system, the
operator knows of and contributes to direct infringement.”

Inducement
MGM v. Grokster, 125 S.Ct. 2764 (2005)
“where evidence goes beyond a product’s characteristics or the knowledge that it may be
put to infringing uses, and shows statements or actions directed to promoting
infringement, Sony’s staple-article rule will not preclude liability. …
Evidence of ‘‘active steps taken to encourage direct infringement,’’…such as advertising
an infringing use or instructing how to engage in an infringing use, show an affirmative
intent that the product be used to infringe, and a showing that infringement was
encouraged overcomes the law’s reluctance to find liability when a defendant merely
sells a commercial product suitable for some lawful use.”

DMCA
Statutory Intervention

DMCA
§512

(a) Transitory Digital Network
Communications.
(b) System Caching
(c) Information Residing on Systems or
Networks at Direction of Users.
(d) Information Location Tools.

DMCA
§512(i)
Accommodation of technology.
(A) has adopted and reasonably implemented, and informs
subscribers and account holders of the service provider's
system or network of, a policy that provides for the
termination in appropriate circumstances of subscribers
and account holders of the service provider's system or
network who are repeat infringers; and
(B) accommodates and does not interfere with standard
technical measures.

DMCA
§512
(m) Nothing in this section shall be construed to condition the
applicability of subsections (a) through (d) on—
(1) a service provider monitoring its service or affirmatively
seeking facts indicating infringing activity, except to the
extent consistent with a standard technical measure
complying with the provisions of subsection (i)

DMCA
c) Information Residing on Systems or Networks at Direction of Users.—
(1) In general. — A service provider shall not be liable for monetary relief, ... if the
service provider
(A)
(i) does not have actual knowledge that the material or an activity using the
material on the system or network is infringing;
(ii) in the absence of such actual knowledge, is not aware of facts or circumstances
from which infringing activity is apparent; or
(iii) upon obtaining such knowledge or awareness, acts expeditiously to remove, or
disable access to, the material;
(B)
does not receive a financial benefit directly attributable to the infringing activity, in a
case in which the service provider has the right and ability to control such
activity; and…

DMCA
c) Information Residing on Systems or Networks at Direction of Users.—
…
(C) upon notification of claimed infringement as described in paragraph (3), responds
expeditiously to remove, or disable access to, the material that is claimed to be
infringing or to be the subject of infringing activity.

Notice & TD

DMCA
c) Information Residing on Systems or Networks at Direction of Users.—
(3) Elements of notification. —
(A) To be effective under this subsection, a notification of claimed infringement must
be a written communication provided to the designated agent of a service provider
that includes substantially the following:
(i) A physical or electronic signature...
(ii) Identification of the copyrighted work claimed to have been infringed, ...
(iii) Identification of the material that is claimed to be infringing ...
(iv) Information reasonably sufficient to permit the service provider to contact the
complaining party, ...
(v) A statement that the complaining party has a good faith belief that use of the
material ... is not authorized by the copyright owner...
(vi) A statement that the information in the notification is accurate, and under penalty
of perjury, that the complaining party is authorized to act on behalf of the owner
of an exclusive right that is allegedly infringed.

DMCA
c) Information Residing on Systems or Networks at Direction of Users.—
Counter Notification
(A) takes reasonable steps promptly to notify the subscriber that it has removed or
disabled access to the material;
(B) upon receipt of a counter notification ... promptly provides the person who
provided the [original] notification ... with a copy of the counter notification, and
informs that person that it will replace the removed material or cease disabling
access to it in 10 business days; and
(C) replaces the removed material and ceases disabling access to it not less than 10,
nor more than 14, business days following receipt of the counter notice, unless its
designated agent first receives notice from the person who submitted the
notification under subsection (c)(1)(C) that such person has filed an action seeking
a court order to restrain the subscriber from engaging in infringing activity relating
to the material on the service provider's system or network.

DMCA
(3) Contents of counter notification.— To be effective under this subsection, a
counter notification must be a written communication provided to the service
provider’s designated agent that includes substantially the following:
(A) A physical or electronic signature of the subscriber.
(B) Identification of the material that has been removed or to which access has been
disabled and the location at which the material appeared before it was removed or
access to it was disabled.
(C) A statement under penalty of perjury that the subscriber has a good faith belief
that the material was removed or disabled as a result of mistake or
misidentification of the material to be removed or disabled.
(D) The subscriber’s name, address, and telephone number, and a statement that the
subscriber consents to the jurisdiction of Federal District Court for the judicial
district in which the address is located, or if the subscriber’s address is outside of
the United States, for any judicial district in which the service provider may be
found, and that the subscriber will accept service of process from the person who
provided notification under subsection (c)(1)(C) or an agent of such person.

DMCA
c) Information Residing on Systems or Networks at Direction of Users.—
Counter Notification
(f) Misrepresentations. - Any person who knowingly materially
misrepresents under this section —
(1) that material or activity is infringing, or
(2) that material or activity was removed or disabled by mistake
or misidentification, shall be liable for any damages, including
costs and attorneys’ fees, incurred by the alleged infringer, by any
copyright owner or copyright owner's authorized licensee, or by a
service provider, who is injured by such misrepresentation, as the
result of the service provider relying upon such misrepresentation
in removing or disabling access to the material or activity claimed
to be infringing, or in replacing the removed material or ceasing
to disable access to it.

DMCA
Alternatives:
Chile, Ley 20435 del 5 de mayo de 2010, que modifica a la Ley
17336 sobre Propiedad Intelectual.
Artículo 85 Ñ, inciso segundo
“Se entenderá que el prestador de servicios tiene un conocimiento
efectivo cuando un tribunal de justicia competente, conforme al
procedimiento establecido en el artículo 85 Q, haya ordenado el
retiro de los datos o el bloqueo del acceso a ellos y el prestador de
servicios, estando notificado legalmente de dicha resolución, no
cumpla de manera expedita con ella”.

Canada, Canada Copyright Act, 41.25, 41.26

Costa Rica: (notificación y retirada) Decreto 36880 del 18 de
octubre de 2011
Paraguay: Ley N° 4.868/2013 sobre Comercio electrónico,
publicada en la Gaceta Oficial, el primero de marzo de

Graduated Response
3 Strikes
• HADOPI, Haute Autorité pour la Diffusion des œuvres et la
Protection des droits sur Internet

Private Ordering
• Copyright Alert System (CAS), MOU del 2011
• 6 Strikes
•
•
•

2 x “initial educational steps”
2 x “acknowledgement steps”
2 x “mitigation measures”

Filtering
Should ISPs be required to install “for all its customers, in
abstracto and as a preventive measure, exclusively at the cost of
that ISP and for an unlimited period, a system for filtering all
electronic communications, both incoming and outgoing, passing
via its services, in particular those involving the use of peer-to-peer
software, in order to identify on its network the movement of
electronic files containing a musical, cinematographic or audiovisual work in respect of which the applicant claims to hold rights,
and subsequently to block the transfer of such files, either at the
point at which they are requested or at which they are sent?”
Scarlet v SABAM Sociéte belge des auteurs, compositeurs et
éditeurs SCRL, EU Court of Justice, C-70/10 (Bruselas)

Filtering
Scarlet v SABAM Sociéte belge des auteurs, compositeurs et
éditeurs SCRL, EU Court of Justice, C-70/10 (Bruselas)

For further research…
• Dinwoodie, Graeme B., A Comparative Analysis of the
Secondary Liability of Online Service Providers (May 17,
2017). Secondary Liability of Internet Service Providers
(Graeme Dinwoodie ed., Springer 2017); Oxford Legal
Studies Research Paper No. 47/2017. Available at SSRN:
https://ssrn.com/abstract=2997891
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